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** O|= A MX| X ZOIA}SH **

- ™ L. o

ASM EX|A| SSLEH 22 7|E apache 1.x 0f| A= httpd.conf THU A S FA2 Lt
Apache 2.x 0J|Aq{ & ssl.conf, apache 2.2x 0| A{ = httpd-ssl.conf Tt 0| A H™H6H FA|H ElL|C}.

X101, Apache?| A2 7|2X O 2 mod_ssl 2 EO0| AX|x|0f Q0jof gL|C}. &1

2. Windows A| 2| A AX|YHO| ol = A2L| F1SIA| 7| HHZL|CL.
XS Apache dX|(compile)A| mod-ssl o] 2M3IE LIS M (--enable-ssl )& FE7}A|7{F of €L C}t.

Mod_SSL A x| =QI($ /usr/local/apache/bin/httpd -I)

[root@l68 bin]# . /httpd -1
Compiled in modules:
core.c
mod_access.c
mod_auth.c
mod_include.c
mod_log_config.c
nod_env.c

2 HMEE 01FZ A nte( cert.pem key.pem name-Chain.pem )= 22|9o| £

2857 ® 7|ES 28t S TEA WYt FAZ HERLICH

MUTYS HOIM [t 20| YSS $HBHUAIL.

LoadModule ssl_module modules/mod_ssl.so --> SSLEE3F7} (mod_ssl.c 7} gi€ A2)

Include conf/extra/httpd-ssl.conf --> SSLAX I} S include

* FMXNE| 7} £l ACHEH FAH|A




3. 27 ute =(ssl.conf EE= httpd-ssl.conf)

3-1. MOl 2 oA CF2 1} Z0] VirtualHost 2] L2 =TI A 2.

IIJIO

- Apache 1.x = httpd.conf

- Apache 2.0 2 e ssl.conf
- Apache 2.2 0|gg httpd-ssl.conf
- Apache 2.4 = httpd-ssl.conf

** Tomcat, Weblogic 52| WASA S A| 5T} Modulef 22 7} ™| FA{0f gL|C}.
Listen 443
NameVirtualHost IP:443

<VirtualHost 1P:443>
DocumentRoot “/xxx/1.html”
ServerName www.test.co.kr
ServerAdmin admin@test.co.kr
SSLEngine on

SSLProtocol all -SSLv2 -SSLv3
SSLCipherSuite HIGH:MEDIUM:!SSLv2:!PSK:!SRP:!ADH:!AECDH

SSLCertificateFile /usr/local/apache/conf/ssl/cert.pem (IS MIY)
SSLCertificateKeyFile /usr/local/apache/conf/ssl/key.pem (2| )

SSLCertificateChainFile /usr/local/apache/conf/ssl/Name-Chain.pem (X|2IQI=A{x}
)

<VirtualHost IP:443>
DocumentRoot “/xxx/2.html”
ServerName login.test.co.kr
ServerAdmin admin@abc.co.kr
SSLEngine on

SSLProtocol all -SSLv2 -SSLv3
SSLCipherSuite HIGH:MEDIUM:!SSLv2:!PSK:!SRP:!ADH:!AECDH

SSLCertificateFile /usr/local/apache/conf/ssl/cert.pem (1S A mhel)
SSLCertificateKeyFile /usr/local/apache/conf/ssl/key.pem 7| m}el)
SSLCertificateChainFile /usr/local/apache/conf/ssl/Name-Chain.pem (X|2IQ1Z A
EI.OI

> HelASM mUF2 R E2|= ofLF2 2 +ol0] HE FE ERLICL

3-2. O}L}X| AL =
$ ./apachectl startssl(apache 2.2= ./apachectl start)
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4. 91Z M Port LISTEN ol

[rootBl68 bin]# netstat -na | grep 443
tcp 0 0 :::443 b LISTEN
unix 3 [ STREAM CONNECTED 543443 /tup/orbit-root/linc-cad-0-67
defd6510ec
[root@l6d bin]# netstat -na | grep 444
tcp 0 0 :::444 HE 58 LISTEN
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J|2XMo2 SSL M Hl

http://0| A https:// 2 H}Y 3 0{0f €t

Ex)

O|Qt Z0| HEA| HLH AR 2 https://E S &

B2 (or JIHFR)E FME YERUS
(239, 2147, otolc| 27|, 2| ABESFE S

o SSLAISM X E e v

W2 223 E0M HME F St Page(F I HE HO|X|F2)E
g (https://2 S A 02 SSL 22351 &)
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Z09 X2 &=z
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= 239l

S

https://nid.naver.com/nidlogin.login I 0| X|
oA 2392 N2| F, http://www.naver.com

[Be AZE https:/nid.naver.com/

nidlogin.login 22 B

o2 ZA=Z 8 Z (Redirection)

lm http:/ /vy, naver,com;

ﬁ:l hitp:// ey, naver,com/
MY 7IM B2 XAN AT WY 7 B2 XAIN 4T AR WY 7 BRI XAIN 4F
Li25

|= https://nid,naver,com/nidlogin, login
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1. 20t Page0f| SSL HE5I7|(F=X & Al

- M| Page HEYHO| FR, %470 X3} E£ https://22| 2 AHFO| TP 0| Jden=
HAE 27t £0{7}= Page(ex. 29I, 2| /7 f°')01|*'l"._* HEAMFIME HES| =& L

- 2191 Page /9 U of of2f 2t Z 0| (0l A1)

<ex. 21921 Action 22A[>

crosscert [ DMZ

BEEREHSDE 2701

ey

<h2 class="hidden_phrase">Z 102l </h2>

<form name="login" id="login" method="post" action="https://logins.crosscert.com
/login/login.cgi” >

<input type="hidden" name="url" value="http://www.crosscert.com/?t_top=Ilogin" />
<input type="hidden" name="pw" value="" />

<fieldset>

o|2t Z0| 7§QIY H 13 Page(ex. 29I, 2| &l 7} Y 5)0f| A ActionA] https:// 7} S EE|A|
+™5lH AL Xl ID, PW 50| 2QtE A X8 EL|C}
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2. HH| Paged]| SSL H-E3}7|(FHMEH-E 0 Al)

- index.htm! I} 0| Of2fjet Z0| =HAlL

<head>

<script=

var url_1 = window.location;

var url_2 = "http://(=0 21)/";

if (url_1 == url_2) window.location = "https://(= | 21)/";;
</script=

</head=

- index.htm| L}2I0)| Of2jet 20| =H(olAl2)
<meta http-equiv="refresh” content="0;url=https://(=H| 2I)" >
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