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1. [bookmark: _Toc525054521]개요
개발서버의 정전이나 관리자의 실수로 인한 셧다운의 으로 인해 개발서버가 재구동 되었을 때
정상적인 개발서버의 기능을 재 동작 시키기 위한 일련의 서비스 시작 절차를 기술한다.
1.1. [bookmark: OLE_LINK14][bookmark: OLE_LINK28]개발 서버 구성
1. 개발서버
     - 10.47.68.125 (root/qnvoqkdwl1!!!)       
2. PDF 변환 서버
[bookmark: OLE_LINK70]     - 10.46.68.124 (administrator/qnvoqkdwl1!)


1.2. 개발 서버별 서비스 재구동 순서
1. 개발서버
1.  WEB서버 (jboss web server 3.0)
[bookmark: OLE_LINK50][bookmark: OLE_LINK51]- cd /WEB/jws-3.0/httpd/sbin; ./apachectl stop/start

2.  WAS 서버 (jboss-eap 6.4)
2.1. [bookmark: OLE_LINK58][bookmark: OLE_LINK59][bookmark: OLE_LINK60]포털 WAS서비스
[bookmark: OLE_LINK55][bookmark: OLE_LINK56][bookmark: OLE_LINK57] - cd /WAS/domains/ncp/bin; ./strt.sh; tail.sh
2.2. 청렴-e WAS서비스
 - cd /WAS/domains/eclean/bin; ./strt.sh; tail.sh
2.3. 심의시스템 WAS서비스
 - cd /WAS/domains/icss/bin; ./strt.sh; tail.sh
2.4. 공공기관 WAS서비스
 - cd /WAS/domains/pips/bin; ./strt.sh; tail.sh

3.  DB 서버 (CUBRID 9.3)
[bookmark: OLE_LINK61][bookmark: OLE_LINK62][bookmark: OLE_LINK63] - cd /root/CUBRID/bin; ./cubrid service start

4.  솔루션 
4.1. 비식별화 서비스
- cd /WAS/solutions/idshield/bin; ./start.sh; tail.sh
- cd /DB/postgresql9.6/pgsql/bin; ./pg_ctl start
4.2. 검색엔진
[bookmark: OLE_LINK68][bookmark: OLE_LINK69]- cd /WAS/solutions/wisenut/sf-1/bin; ./sc start
4.3. 레포트
- cd /WAS/solutions/ClipReport4/bin; ./start.sh; tail.sh
4.4. 문서관리 서비스
- cd /WAS/solutions/ClipReport4/bin; ./start.sh; tail.sh
4.5. 주소검색
- /WAS/solutions/juso-gov/jusoro/bin; ./startup.sh
4.6. DB 암호화
- cd /DB/solutions/securedb/Server/bin; ./startServer.sh

5.  기타 서비스
5.1. OnNara Exchange모듈
- cd /WAS/solutions/exchange/bin; ./start_all.sh

2. PDF 변환서버
1. 솔루션
1.1. [bookmark: OLE_LINK71][bookmark: OLE_LINK72]PDF변환 서비스
- "C:\Program Files (x86)\Unidocs\ezPDFWorkflow3\ezPDFWF.exe"
1.2. 블랙마킹 서비스
- "C:\Program Files (x86)\Unidocs\UnidocsMonitor\UnidocsMonitor.exe"


1.3. [bookmark: OLE_LINK29][bookmark: OLE_LINK30]운영 서버 구성
1. [bookmark: OLE_LINK33][bookmark: OLE_LINK34][bookmark: OLE_LINK48][bookmark: OLE_LINK49]WEB서버 (인터넷망)
[bookmark: OLE_LINK31][bookmark: OLE_LINK32][bookmark: OLE_LINK39][bookmark: OLE_LINK40][bookmark: OLE_LINK41][bookmark: OLE_LINK42]- 116.67.74.213 (root/Cloud123#)

2. WEB서버 (행정망)
[bookmark: OLE_LINK43][bookmark: OLE_LINK44]- 10.188.128.241 (root/Cloud123#)

3. WAS서버
- 10.188.128.242 (root/Cloud123#)

4. [bookmark: OLE_LINK35][bookmark: OLE_LINK36]DB서버1
[bookmark: OLE_LINK45]- 10.188.160.187 (root/Cloud123#)

5. DB서버2
- 10.188.160.188 (root/Cloud123#)

6. 문서관리서버
[bookmark: OLE_LINK46][bookmark: OLE_LINK47]- 10.188.128.243 (root/root/Cloud123#)

7. 검색서버
- 10.188.128.244 (root/root/Cloud123#)

8. [bookmark: OLE_LINK37][bookmark: OLE_LINK38]PDF변환서버
- 10.188.128.184 (ncp-pdf/Cloud123#)

1.4. 운영 서버 서비스별 재구동 순서
1. DB서버1
[bookmark: OLE_LINK64][bookmark: OLE_LINK65]- cd /GCLOUD/CUBRID/bin; ./cubrid service start

2. DB서버2
- cd /GCLOUD/CUBRID/bin; ./cubrid service start

3. WAS서버
1.  포털 WAS서비스
 - cd /WAS/domains/ncp/bin; ./strt.sh; tail.sh
2.  청렴-e WAS서비스
 - cd /WAS/domains/eclean/bin; ./strt.sh; tail.sh
3.  심의시스템 WAS서비스
 - cd /WAS/domains/icss/bin; ./strt.sh; tail.sh
4.  공공기관 WAS서비스
[bookmark: OLE_LINK66][bookmark: OLE_LINK67] - cd /WAS/domains/pips/bin; ./strt.sh; tail.sh

4. WEB서버 (인터넷망)
[bookmark: OLE_LINK52][bookmark: OLE_LINK53][bookmark: OLE_LINK54]- cd /WEB/jbcs-httpd24-2.4/httpd/sbin; ./apachectl stop/start

5. WEB서버 (행정망)
- cd /WEB/jbcs-httpd24-2.4/httpd/sbin; ./apachectl stop/start
[bookmark: _GoBack]
6. 문서관리서버
- cd /WAS/domains/eva-edms/bin; ./strt.sh; tail.sh

7. 검색서버
- cd /SOL/sf1/sf-1/bin; ./sc start

8. PDF변환서버
1.  PDF변환 서비스
- "C:\Program Files (x86)\Unidocs\ezPDFWorkflow3\ezPDFWF.exe"
2.  블랙마킹 서비스
- "C:\Program Files (x86)\Unidocs\UnidocsMonitor\UnidocsMonitor.exe"

1.5. 백업
1. 개발서버
매일 새벽 3시 이동식 디스크에 백업 (By Crontab)
[image: ]
백업성공 로그
[image: ]


백업 내역
[image: ]

2. 운영서버
정보자원관리원의 백업정책에 따른다.
2. RedHat Jws-3.0 (Jboss Web Server)
2.1. [bookmark: _Toc525054522]구성
3. Engine
1. 포털, 공공기관
- 116.67.74.213/WEB/jbcs-httpd24-2.4/httpd
[image: ]


2. 청렴-e, 심의위원회
- 10.188.128.241/WEB/jbcs-httpd24-2.4/httpd
[image: ]


4. Document Root
[image: ]
[image: ]



2.2. [bookmark: _Toc525054525]설정
1. 인스턴스 설정
1. 포털, 공공기관
/WEB/jbcs-httpd24-2.4/httpd/conf.d/vhost.conf
[image: ]


2. 청렴-e, 심의위원회
/WEB/jbcs-httpd24-2.4/httpd/conf.d/vhost.conf
[image: ]



2. [bookmark: _Toc525054527]포트변경
1. 포털, 공공기관
/WEB/jbcs-httpd24-2.4/httpd/conf/httpd.conf
[image: ]
/WEB/jbcs-httpd24-2.4/httpd/conf.d/vhost.conf
[image: ]

2. 청렴-e, 심의위원회
/WEB/jbcs-httpd24-2.4/httpd/conf/httpd.conf
[image: ]
/WEB/jbcs-httpd24-2.4/httpd/conf.d/vhost.conf
[image: ]
3. [bookmark: _Toc525054528]연동설정
1. 포털, 공공기관
/WEB/jbcs-httpd24-2.4/httpd/conf.d/mod-jk.conf
[image: ]


/WEB/jbcs-httpd24-2.4/httpd/conf.d/workers.properties
[image: ]


2. 청렴-e, 심의위원회
/WEB/jbcs-httpd24-2.4/httpd/conf.d/mod-jk.conf
[image: ] 


/WEB/jbcs-httpd24-2.4/httpd/conf.d/workers.properties 
[image: ]


2.3. [bookmark: _Toc525054529]서버 구동 / 종료
1. 포털, 공공기관
[image: ]

2. 청렴-e, 심의위원회
[image: ]
 

3. [bookmark: _Toc525054530]RedHat Jboss-6.4
3.1. [bookmark: _Toc525054531]구성
1. Engine
10.188.128.242/WAS/jboss-eap-6.4
[image: ]
2. Application Root
[image: ]


3.2. [bookmark: _Toc525054534]설정
1. [bookmark: _Toc525054535]Environment 설정
1. 포털
      /WAS/domains/ncp/bin/env.sh
[image: ]
2. 청렴-e
      /WAS/domains/eclean/bin/env.sh
[image: ]


3. 심의위원회
      /WAS/domains/eclean/bin/env.sh
[image: ]


4. 공공기관
      /WAS/domains/eclean/bin/env.sh
[image: ]




2. [bookmark: _Toc525054536]Application 위치
/WAS/domains/컨테이너/configuration/standalone-ha.xml
[image: ]
3. [bookmark: _Toc525054537]DataSource
/WAS/domains/컨테이너/configuration/standalone-ha.xml
[image: ]


3.3. [bookmark: _Toc525054538]서버 구동 / 종료
1. 포탈
/WAS/domains/ncp/bin/start.sh
/WAS/domains/ncp/bin/tail.sh

/WAS/domains/ncp/bin/shutdown.sh

2. 청렴-e
/WAS/domains/eclean/bin/start.sh
/WAS/domains/eclean/bin/tail.sh

/WAS/domains/eclean/bin/shutdown.sh

3. [bookmark: _Toc525054541]심의위원회
/WAS/domains/icss/bin/start.sh
/WAS/domains/icss/bin/tail.sh

/WAS/domains/icss/bin/shutdown.sh

4. [bookmark: _Toc525054542]공공기관
/WAS/domains/pips/bin/start.sh
/WAS/domains/pips/bin/tail.sh

/WAS/domains/pips/bin/shutdown.sh


4. [bookmark: _Toc525054543]CUBRID
4.1. [bookmark: _Toc525054544]구성
1. Engine 
[image: ]
[image: ]
4.2. 서버 구동 / 종료
cubrid service start / stop

4.3. Database User
1. user 생성
- CREATE USER user_name [ PASSWORD password ] ;

1. DB user
- dba : DB 생성시 생성되는 DBA 계정
user 생성권한을 가지며, 콘솔에서 DeadLock 해지 시 dba 계정의 암호를 물어본다.
- public : CUBRID 사용자 권한 그룹으로 DB의 모든 사용자는 PUBLIC의 멤버가 된다
- actsdba : actsdb 의 DBA 계정으로 table을 생성
actsapp 계정으로 INSERT, SELECT, UPDATE, DELETE 권한을 부여해준다.
- actsapp : was 에서 DB로 접속하는 AP 계정
- actsdoc : EDMS 솔루션에서 사용하는 DB 계정
- dbsec : DB 암호화 솔루션에서 사용하는 DB 계정
- sf1 : 검색엔진 솔루션에서 사용하는 DB 계정
- ezpdf : PDF 변환 솔루션에서 사용하는 DB 계정
- mig : DB 마이그레이션용 Oracle(AS-IS 구조) -> Cubrid(AS-IS 구조)
- mig2 : DB 마이그레이션용, AS-IS 구조 data를 TO-BE table 구조로 변경작업을 하는 계정

1. Database 관리 계정
- admin : CUBRID Manager 의 관리모드 접속 시 사용자 계정

4.4. Dead Lock 확인 및 제거
1. 잠금(Lock) 상태 확인
- cubrid lockdb 는 대상 데이터베이스에 대하여 현재 트랜잭션에서 사용되고 있는 잠금 정보를 확인하는 유틸리티이다.
- cubrid lockdb [<option>] database_name
ex) cubrid lockdb actsdb
ex) cubrid lockdb actsdb@localhost

1. 트랜잭션 확인
- cubrid tranlist 는 대상 데이터베이스의 트랜잭션 정보를 확인하는 유틸리티로서, DBA 또는 DBA그룹 사용자만 수행할 수 있다.
- cubrid tranlist database-name
ex) cubrid tranlist actsdb
Enter DBA password:[dba password]
ex) cubrid tranlist actsdb@localhost
Enter DBA password:[dba password]

1. 트랜잭션 제거
- cubrid killtran 은 대상 데이터베이스의 트랜잭션을 확인하거나 특정 트랜잭션을 강제 종료하는 유틸리티로서, DBA 사용자만 수행할 수 있다.
- cubrid killtran -i [Tran index] database-name
ex) cubrid killtran actsdb@localhost
Enter DBA password:[dba password]
ex) cubrid killtran -i 7 actsdb@localhost
Enter DBA password:[dba password]

4.5. 데이터베이스 백업 및 복구
1. 데이터베이스 백업
- 데이터베이스 백업은 CUBRID 데이터베이스 볼륨, 제어 파일, 로그 파일을 저장하는 작업으로 cubrid backupdb 유틸리티 또는 CUBRID 매니저를 이용하여 수행된다. 
- cubrid backupdb [options] database_name
ex) cubrid backupdb -C -r -D "$BASE_PATH" -o "$BASE_PATH/actsdb.log" actsdb

1. 데이터베이스 복구
- 데이터베이스 복구는 동일 버전의 CUBRID 환경에서 수행된 백업 작업에 의해 생성된 백업 파일, 활성 로그 및 보관 로그를 이용하여 특정 시점의 데이터베이스로 복구하는 작업이다. 데이터베이스 복구를 진행하려면 cubrid restoredb 유틸리티 또는 CUBRID 매니저를 사용한다.
- cubrid restoredb [options] database_name
ex) cubrid restoredb actsdb
ex) cubrid restoredb -D "$BASE_PATH" actsdb

5. [bookmark: _Toc525054546]PDF 변환 (PdfGateway)
5.1. [bookmark: _Toc525054547]구성
1. Engine
[bookmark: OLE_LINK8]10.188.128.184/C:/ePapyrus/EnvHome/tomcat/apache-tomcat-7.0.42/webapps/pg
[image: ]
2. [bookmark: _Toc525054549]Database설정
[bookmark: OLE_LINK9][image: ]


3. 변환결과 통신 설정
- SFTP로 리턴
[image: ]


4. 워터마크 설정
[image: ]


5.2. [bookmark: _Toc525054551]서버 구동 / 종료
C:/ePapyrus/EnvHome/tomcat/apache-tomcat-7.0.42/bin/startup.sh
C:/ePapyrus/EnvHome/tomcat/apache-tomcat-7.0.42/bin/shutdown.sh
[image: ]


5.3. [bookmark: _Toc525054552]사용 예제
1. [bookmark: _Toc525054550]예제
insert into JOB_CONV(jobid, srcfile, destfile)
values (PK, ‘file://{원본파일경로}’, ‘file://{결과파일경로}’);
2. Admin Console
http://10.188.128.184:8080/pg
[image: ]


6. [bookmark: _Toc525054577]Black Marking (ezPDF)
6.1. [bookmark: _Toc525054578]구성
1. Engine
[bookmark: OLE_LINK22][bookmark: OLE_LINK20][bookmark: OLE_LINK21]10.188.128.184/C:/ePapyrus/EnvHome/tomcat/apache-tomcat-7.0.42/webapps/pg
[image: ]
2. [bookmark: _Toc525054580]Library
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]10.188.128.242/WAS/domains/ncp/app/WEB-INF/lib/WF3JavaClient-3.0.34.jar
10.188.128.242/WAS/domains/eclean/app/WEB-INF/lib/WF3JavaClient-3.0.34.jar
10.188.128.242/WAS/domains/icss/app/WEB-INF/lib/WF3JavaClient-3.0.34.jar
10.188.128.242/WAS/domains/pips/app/WEB-INF/lib/WF3JavaClient-3.0.34.jar




3. 블랙마킹 패턴 설정
[image: ]


6.2. 서버 구동 / 종료
C:/Program Files (x86)/Unidocs/ezPDFworkflow3/e2PDFWF.exe, LB.exe 2개 실행
(또는, C:/Program Files (x86)/Unidocs/UnidocsMonitor.exe 1개 실행)
[image: ]


6.3. 방화벽 설정
[image: ]





6.4. [bookmark: _Toc525054581]사용 예제
/ncp/src/java/CreateBlackMark.java 
run as java application



7. [bookmark: _Toc525054553]Clip Report 4.0
7.1. [bookmark: _Toc525054554][bookmark: OLE_LINK24]구성
1. Engine
10.188.128.242/SOL/clipreport
[image: ]
2. [bookmark: _Toc525054556]Database설정
10.188.160.187/DB/CUBRID (sid – actsdb, id/pw – ezpdf/qnvoqkdwl1!) ???

7.2. [bookmark: _Toc525054557]서버 구동 / 종료
/SOL/clipreport/bin/start.sh
/SOL/clipreport/bin/shutdown.sh

7.3. [bookmark: _Toc525054558]사용 예제

8. 비식별화
8.1. [bookmark: OLE_LINK27]구성
1. Engine
[bookmark: OLE_LINK25][bookmark: OLE_LINK26]10.188.128.242/SOL/idshield
[image: ]
2. Database설정
10.188.160.187/DB/CUBRID (sid – actsdb, id/pw – ezpdf/qnvoqkdwl1!) ???

8.2. 서버 구동 / 종료
/SOL/idshield/bin/start.sh
/SOL/idshield/bin/shutdown.sh

9. 한글편집기
9.1. 구성
1. Engine




10. [bookmark: _Toc525054559]DB암호화 (KsignSecureDB)
10.1. [bookmark: _Toc525054560]구성
1. [bookmark: _Toc525054561]Agent
10.188.160.187/home/cubrid/ksign/APIAgent
[image: ]


2. Key서버
1. 위치
[image: ]
2. Key서버 구동
[image: ]
3. DB서버가 Key서버에게 암호화Key요청
[image: ]


10.2. [bookmark: _Toc525054563]Agent 구동 / 종료
/home/cubrid/ksign/APIAgent/startAPIAgent.sh
/home/cubrid/ksign/APIAgent/stopAPIAgent.sh
[image: ]

10.3. [bookmark: _Toc525054564]사용 예제
1. 예제
select SF_ENCRYPT(‘asdfsad’, ‘) 어쩌고 저쩌고



2. Admin Console
[image: ]


11. [bookmark: _Toc525054565][bookmark: OLE_LINK11]PKI
11.1. [bookmark: _Toc525054566]구성
1. [bookmark: _Toc525054568][bookmark: _Toc525054567]서버인증서
[bookmark: OLE_LINK15]10.47.68.125/WAS/domains/ncp/app/WEB-INF/certs/ksign/certificate/class1
[image: ]
2. Library
[bookmark: OLE_LINK13][bookmark: OLE_LINK3][bookmark: OLE_LINK4][bookmark: OLE_LINK5][bookmark: OLE_LINK6]10.188.128.242/WAS/domains/ncp/app/WEB-INF/lib/kcasecrypto.jar, KSignCrypto_for_Java_v1.0.0.1.jar, ksignGen.jar
10.188.128.242/WAS/domains/eclean/app/WEB-INF/lib/kcasecrypto.jar, KSignCrypto_for_Java_v1.0.0.1.jar, ksignGen.jar
10.188.128.242/WAS/domains/icss/app/WEB-INF/lib/kcasecrypto.jar, KSignCrypto_for_Java_v1.0.0.1.jar, ksignGen.jar
[bookmark: OLE_LINK16][bookmark: OLE_LINK17][bookmark: OLE_LINK18]10.188.128.242/WAS/domains/pips/app/WEB-INF/lib/kcasecrypto.jar, KSignCrypto_for_Java_v1.0.0.1.jar, ksignGen.jar
[image: ]
3. [bookmark: _Toc525054569]Client 설치파일
116.67.74.213/WAS/domains/ncp/app/files/ksign/KSignCASE For HTML5_Windows_v1.3.13_180710.exe
116.67.74.213/WAS/domains/eclean/app/files/ksign/KSignCASE For HTML5_Windows_v1.3.13_180710.exe
116.67.74.213/WAS/domains/icss/app/files/ksign/KSignCASE For HTML5_Windows_v1.3.13_180710.exe
116.67.74.213/WAS/domains/pips/app/files/ksign/KSignCASE For HTML5_Windows_v1.3.13_180710.exe
[image: ]


11.2. [bookmark: _Toc525054570]사용 예제
[image: ]
[image: ]

12. [bookmark: _Toc525054571][bookmark: OLE_LINK10]PdfViewer
12.1. [bookmark: _Toc525054572]구성
1. [bookmark: _Toc525054574]Library
[bookmark: OLE_LINK7][bookmark: OLE_LINK12]10.188.128.242/WAS/domains/ncp/app/WEB-INF/lib/bcprov-jdk15on-152.jar, ezpefwebviewer.jar, ezpdfwebviewer.properies
10.188.128.242/WAS/domains/eclean/app/WEB-INF/lib/bcprov-jdk15on-152.jar, ezpefwebviewer.jar, ezpdfwebviewer.properies
[bookmark: OLE_LINK19]10.188.128.242/WAS/domains/icss/app/WEB-INF/lib/bcprov-jdk15on-152.jar, ezpefwebviewer.jar, ezpdfwebviewer.properies
10.188.128.242/WAS/domains/pips/app/WEB-INF/lib/bcprov-jdk15on-152.jar, ezpefwebviewer.jar, ezpdfwebviewer.properies
[image: ]
12.2. [bookmark: _Toc525054576]사용 예제
[image: ]

13. 문서관리솔루션
13.1. 구성
1. Engine
[bookmark: OLE_LINK23]10.188.128.243/WAS/domains/eva-edms
[image: ]
2. Admin Console
http://10.47.68.125:8081
[image: ]
13.2. 서버 구동 / 종료
/WAS/domains/eva-edms/bin/start.sh
/WAS/domains/eva-edms/bin/shutdown.sh

14. 연계
[image: ]


14.1. 행안부 인증관리센터 
1. 연계방법 : API
2. 외부담당자 : 02-818-3000. www.gpki.go.kr
3. 소스코드 구현 내용
[image: ]

14.2. 행안부 행정표준코드
1. 연계방법 : API
2. 외부담당자 : www.code.go.kr (02-2031-8691)
3. 소스코드 구현 내용

14.3. 행안부 디렉토리 LDAP
1. 연계방법 : API
2. 외부담당자 : www.dir.go.kr (02-2031-8690)
3. 소스코드 구현 내용

14.4. 도로명주소
1. 연계방법 : WAR
2. 외부담당자 : www.juso.go.kr (1588-0061)
3. WAR 구동
[image: ]
14.5. 행안부 주민번호 실명인증
1. 연계방법 : API
2. 외부담당자 : 행안부 주민과.
3. 소스코드 구현 내용
[image: ]

14.6. 행안부 주민번호 발급일자인증
1. 연계방법 : API
2. 외부담당자 : 행안부 주민과.
3. 소스코드 구현 내용

14.7. 법무부 외국인번호 인증
1. 연계방법 : API
2. 외부담당자 : 법무부 법제처.
3. 소스코드 구현 내용

14.8. 법무부 법령정보
1. 연계방법 : API
2. 외부담당자 : www.law.go.kr (044-200-6789)
3. 소스코드 구현 내용
[image: ]


14.9. 법무부 입법정보
1. 연계방법 : API
2. 외부담당자 : www.lawmaking.go.kr (044-200-6789)
3. 소스코드 구현 내용
[image: ]
14.10. 온나라 전자문서시스템
1. 연계방법 : API
2. 외부담당자 : www.gdoc.go.kr (02-3771-2801)
3. 소스코드 구현 내용
	
14.11. 청렴연수원 교육시스템
1. 연계방법 : API
2. 외부담당자 : edu.acrc.go.kr (043-901-6100)
3. 소스코드 구현 내용

14.12. 국민신민고
1. 연계방법 : API
2. 외부담당자 : www.epeople.go.kr (070-4266-7797)
3. 소스코드 구현 내용

14.13. SIREN24
1. 연계방법 : API
2. 외부담당자 : www.siren24.com (1577-1006)
3. 소스코드 구현 내용
[image: ]
[image: ]
14.14. SMS
1. 연계방법 : API
2. 외부담당자 : 국민권익위원회
3. 소스코드 구현 내용
[image: ]

14.15. SMTP 메일전송
1. SMS 문자발송 연계방법 : API
2. 외부담당자 : 국민권익위원회
3. 소스코드 구현 내용
[image: ]
[image: EMB00003020420f]부패방지종합정보시스템 구축사업(1단계)
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@ncp-webL/WEE
Bvircualiose *:80>

Serveridmin vebmaster@dukmy-host . exanple. com
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PACHE/LOG/ aceess~ log/nep_aceess. log. s Timed 56400 +5407 conbined

JkNountFile conf.d/urivorkermap.properties ncp
</Virtualost>

<virtualitost *:50>

Serveridmin vebmaster@dukmy-host . exanple. com

DocumentRoot /GCLOUD/ Uehipp/ wuw/pips

ServerNiame pips.acrc.go.kr

Errorlog "|/GCLOUD/APACHE/ jbes-http24-2.4/httpd/shin/rotatelogs /GCLOUD/ kP)
2cHE/L0G/ error-Log/pips_error. log. s Timsd 86400 +540"

Customlog  "|/GCLOUD/ APACHE/ Jbco-httpdz4-2 .4/ httpd/shin/rotatelogs /GCLOUD/ A
pacHE/L0G/ access- loa/pips_access. log. s Vimsd B6400 +540" cobined

JkNountFile conf.d/urivorkermap.properties pips
</Virtualost>
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JKNountFile conf.d/urivorkermap.properties_icss
</virtualsost>
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##
## Server-Pool Size Regulation [HPH specific:

##

Listen: Allows you to bind Apache to specific IP addresses and/or
ports, in addition to the default. See also the <VirtualHost>
directive.

Change this to Listen on specific IP addresses as shown below to
prevent Apache from glomsing onto all bound IP addresses (0.0.0.0:

flisten 12.34.56.78:80

Dynamic Shared Object (DSO] Support

To be able to use the functionality of a module vhich was built as & DSO you
have to place corresponding Loadiodule’ lines at this location so the
directives contained in it are actually available before_ they are used.
Statically compiled modules (those listed by "htepd -1') do not need

to be loaded here.
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JkNountFile conf.d/urivorkermap.properties ncp

DocumentRoot /GCLOUD/ Webipp/ www/pips
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#
# Listen: Allows you to bind Apache to specific IP addresses and/or
# ports, in addition to the default. See also the <VirtualHost>

# airective.
#
#
#

Change this to Listen on specific IP addresses as shown below to
prevent Apache from glomming onto all bownd IP addresses (0.0.0.0)

#

fListen 12.34.56.78:80

Dynamic Shared Object (DSO] Support

To be able to use the functionality of a module vhich was built as & DSO you
have to place corresponding Loadiodule’ lines at this location so the
directives contained in it are actually availsble before_ they are used.
Statically compiled modules (those listed by "htepd -1') do not need

to be loaded here.

Example:
Loadliodule foo_module /GCLOUD/APACHE/ Jbes-hetpd24-2 . 4/httpd/modules/nod_£00.50
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bat:

date +5TimedsEiNES

44484 18085 Directory serup ##H#H

export [ECSS_HONE=/GCLOUD/JE0S5/ hoss-=ap-£.4 ] JBoss Enaine 1%
export JavA_HOME=/usr/Lib/ 3vm/ java-1.7.0

export DOMAIN_BASE=/GCLOUD/JBOSS/ donains

=xport eolY @
ccort HOST NANE- Rostname’

##4## Configration File H####
expore olgaioly AHTY A

expore. 8080 + 0 = 8080 (JBoss Direct H2EE)

4 for Internet to Internal commmication
expore a3p_PoRT=8180

export JBOSS_USER=jhoss

#4444 Bind hddress HE#HE AH| 1P (10.188.128.242)

=xport [ETND IDDR="7=hin/ ifcontiy [ grep "fmet ™| head —n 1 ] cue —dr
export HGHT_ADDR=§BIND_4DDR

[ =oE Tprime

export CONTROLLER_IP=$HGHT_DDR
texport CONTROLLER_IP=127.0.0.1

et CONTROLLER_PORT=3959+§PORT_OFFSET
port CONTROLLER_PORT

export LAUNCH JBOSS_IN_BACKGROUND=true
4444 mulvicast 1P for standalone-ha.ml HEHH
44444 WIP, Change Please #HEHH

expore MULTICAST ADDR=230.20.16.1

export gNs_MULTICAST ADDR=231.20.16.1

export MODCLUSTER_MULTICAST_ADDR=224.20.16.100

expore. §JAVA_OPTS -Djboss.default.multicast.address=§UHULTICAST ADDR”
expore. X §JAVA_OPTS -Djboss.;essaging.group.address=as_HULTICAST_ADDR"
expore JAVA_OPTS=" §JAVA_OPTS -Diboss.modcluster.nulticast.address=§UODCLUSTER MULTICAST_ADDE|

texport LOG_HOME=$DONATN_BASE/§SERVER_NAME/ log
export L0G_HOME=/GCLOUD/ TB0SS/L0G/ §SERVER_NAME

#4444 JBoss System wodule and User module directory H#HHH
export JBOSS_MODULEPATH=§IB0SS_HOME/modules

4 ovn oprions : server
expore JAVA_OPTS="-server §JAVA_OPTS”

# Jvn options : Memory ZiHo|d m=2 2Y
expore [T T T ) N T AN D /63, R ey AT |
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date +5TimedsEiNES

44484 18085 Directory serup ##H#H

export [ECSS_HONE=/GCLOUD/JE0S5/ hoss-=ap-£.4 ] JBoss Enaine 1%
export JavA_HOME=/usr/Lib/ 3vm/ java-1.7.0

expore DOMAIN BASE=/GCLOUD/JBOSS/ donains

o por & [SERVER NANE=cclean | #igjol1{ &
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##4## Configration File H####
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export JBOSS_USER=jhoss
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export HGHT_ADDR=§BIND_4DDR
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export CONTROLLER_IP=$HGHT_DDR
texport CONTROLLER_IP=127.0.0.1
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port CONTROLLER_PORT

export LAUNCH JBOSS_IN_BACKGROUND=true
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export MODCLUSTER_MULTICAST_ADDR=224.20.16.100

expore. §JAVA_OPTS -Djboss.default.multicast.address=§UHULTICAST ADDR”
expore. X §JAVA_OPTS -Djboss.;essaging.group.address=as_HULTICAST_ADDR"
expore JAVA_OPTS=" §JAVA_OPTS -Diboss.modcluster.nulticast.address=§UODCLUSTER MULTICAST_ADDE|

texport LOG_HOME=$DONATN_BASE/§SERVER_NAME/ log
export L0G_HOME=/GCLOUD/ TB0SS/L0G/ §SERVER_NAME

#4444 JBoss System wodule and User module directory H#HHH
export JBOSS_MODULEPATH=§IB0SS_HOME/modules

4 ovn oprions : server
expore JAVA_OPTS="-server §JAVA_OPTS”

# Jvn options : Memory ZiHo|d m=2 2Y
expore [T T T ) N T AN D /63, R ey AT |
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date +5TimedsEiNES

44484 18085 Directory serup ##H#H

export [ECSS_HONE=/GCLOUD/JE0S5/ hoss-=ap-£.4 ] JBoss Enaine 1%
export JavA_HOME=/usr/Lib/ 3vm/ java-1.7.0

export DOMAIN BASE=/GCLOUD/JBOSS/ donains

export [SERVER WiME-ices | ZEfo|l @
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=xport [ETND IDDR="7=hin/ ifcontiy [ grep "fmet ™| head —n 1 ] cue —dr
export HGHT_ADDR=§BIND_4DDR

[ =oE Tprime

export CONTROLLER_IP=$HGHT_DDR
texport CONTROLLER_IP=127.0.0.1

et CONTROLLER_PORT=3959+§PORT_OFFSET
port CONTROLLER_PORT

export LAUNCH JBOSS_IN_BACKGROUND=true
4444 mulvicast 1P for standalone-ha.ml HEHH
44444 WIP, Change Please #HEHH

expore MULTICAST ADDR=230.20.16.1

export gNs_MULTICAST ADDR=231.20.16.1

export MODCLUSTER_MULTICAST_ADDR=224.20.16.100

expore. §JAVA_OPTS -Djboss.default.multicast.address=§UHULTICAST ADDR”
expore. X §JAVA_OPTS -Djboss.;essaging.group.address=as_HULTICAST_ADDR"
expore JAVA_OPTS=" §JAVA_OPTS -Diboss.modcluster.nulticast.address=§UODCLUSTER MULTICAST_ADDE|

texport LOG_HOME=$DONATN_BASE/§SERVER_NAME/ log
export L0G_HOME=/GCLOUD/ TB0SS/L0G/ §SERVER_NAME

#4444 JBoss System wodule and User module directory H#HHH
export JBOSS_MODULEPATH=§IB0SS_HOME/modules

4 ovn oprions : server
expore JAVA_OPTS="-server §JAVA_OPTS”

# Jvn options : Memory ZiHo|d m=2 2Y
expore [T T T ) N T AN D /63, R ey AT |
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bat:

date +5TimedsEiNES

4##4# JBOSS Directory Setup #HH##H

export [FECSS_HOME=/GCLOUD/JB055/ boss-cap-6.4 ] JBoss Enaine $1X1
fexpore JAVA_HONE=/ust/ Lib, yvm/ Jeva-1.7.0

export DONATH BASE=/GCLOUD/JBOSS/ donains

expore el 3

export HOST WANE= hostname”

##4## Configration File H####
expore olgaioly AHTY A

expore 8080 + 100 = 8180 (JBoss Direct YZEE)

4 for Internet to Internal commmication
expore a3p_PoRT=8180

export JBOSS_USER=jhoss

#4444 Bind hddress HE#HE AH| 1P (10.188.128.242)

=xport [ETND IDDR="7=hin/ ifcontiy [ grep "fmet ™| head —n 1 ] cue —dr
export HGHT_ADDR=§BIND_4DDR

[ =oE Tprime

export CONTROLLER_IP=$HGHT_DDR
texport CONTROLLER_IP=127.0.0.1

et CONTROLLER_PORT=3959+§PORT_OFFSET
port CONTROLLER_PORT

export LAUNCH JBOSS_IN_BACKGROUND=true
4444 mulvicast 1P for standalone-ha.ml HEHH
44444 WIP, Change Please #HEHH

expore MULTICAST ADDR=230.20.16.1

export gNs_MULTICAST ADDR=231.20.16.1

export MODCLUSTER_MULTICAST_ADDR=224.20.16.100

expore. §JAVA_OPTS -Djboss.default.multicast.address=§UHULTICAST ADDR”
expore. X §JAVA_OPTS -Djboss.;essaging.group.address=as_HULTICAST_ADDR"
expore JAVA_OPTS=" §JAVA_OPTS -Diboss.modcluster.nulticast.address=§UODCLUSTER MULTICAST_ADDE|

texport LOG_HOME=$DONATN_BASE/§SERVER_NAME/ log
export L0G_HOME=/GCLOUD/ TB0SS/L0G/ §SERVER_NAME

#4444 JBoss System wodule and User module directory H#HHH
export JBOSS_MODULEPATH=§IB0SS_HOME/modules

4 ovn oprions : server
expore JAVA_OPTS="-server §JAVA_OPTS”

# Jvn options : Memory ZiHo|d m=2 2Y
expore [T T T ) N T AN D /63, R ey AT |
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@Value("#{app( ' ipin.service.ur1'1}")
private String ipinserviceurl;

@Requestiapping(value="/ipin/ ipinduthForn”, method={Requestiethod .GET, Requestiethod.POST})
public String ipinverifyForm(HttpServletRequest req, Model model) throws Exception
1

String exvar = "0000000000000000"; // =xTiE UNT=

java.util.Random ran
int numiength = 16;

new Random();

String regfium = "
For(int i = 0; i < numLength; iv+)
€

realium += ran.nextInt(10);
3

String ipinserviceUrll =

23http://" + req.getServerName() + "i" + req.getServerPort() + ipinser
// gameg e
SciSecuManager seed = new SciSecuManager();

/7 1wy
String encstr
String realnfo = realium + "/" + ipinServiceld +
encstr = seed.getEncPublic(reqln®o);

s/ ez Ez R

Scitinac hmac = new Scitmac();

String hmacisg = hmac. HfacEncriptPublic(encstr);

1/ 2 gms
reqlnfo = seed.getEncPublic(encstr +

+ ipinservicelio +

+ exvar; // dols gEs

+ hmackisg +

"+ "00000000"); // 27gm3

req.getSession() . setAttribute("reqhun”, reqhum);
model. addAttribute("reqInfo", realnfo);

model. addattribute("retUrl”, ipinserviceUrll);

return "/sys/sol/ipin/ipinauthForm”;
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i package kr.go.ncp.sys.sol.mobileauth.web;

import jova.text.SimpleDateFornat;[]

@Controller
public class MobileAuthController

@Value("#{app( 'mobileauth. service.id'1}")
private String mobileauthServiceld;
@Value("#{app[ 'mobileauth. service.no’1}")
private String mobileauthServicetio;
@Value("#{app[ 'mobileauth.service.url'}")
private String mobileAuthServiceurl;

private Logger logger = LoggerFactory.getlogger(getClass());

@RequestHapping(value="/mobileauth/mobileAuthForm”)
public String mobileAuthForm(HttpServletRequest req, Model model) throws Exception

Calendar today = Calendar.getInstance();
SimpleDateFormat sdf = new SimpleDateFormat("yyyy!iddmmss");
String day = sdf.format (today.getTine());

Java.util.Random ran = new Random();
Jreg m ol

int numLength
String randonstr < "*;
For (int i = 0; i < numLength; ir+)

€

/6 ~ 9 uzanus
FandonStr += ran.nextInt(10);
3

String mobileAuthserviceUrll

32http://" + req.getServerName() +

"+ req.getserverport

//reqNuns 2ict 4byte 77 48 hs.
String realium = day + randonstr;
String certDate=day;

String exvar
String certGb
String addvar

// s=ss gas
7/ sagsy suwe s (s
e

//01. gmmzs s
SciSecuManager seed = new SciSecuManager();

//62. 1% gzs
String encstr
String reglnfo = mobileauthservicelgs
encstr = seed.getencPublic(reqln®o);

1/63. swzEERAE
Scitimnac hmac = new Scitmac();

String hmacisg = hmac. HfacEncriptPublic(encstr);




image66.png
#inal static String smsUsernane
#inal static String smsPassword =
final static String quary = "insert into MSG_DATA(MSG_SEQ, CUR_STATE, REQ_DATE, CALL_TO,C
//¥inal static String guary = "insert into MSG_DATA(MSG_SEQ, CUR_STATE, REQDATE, CALL_TO
Final static String quary2 = "SELECT ACRC_SMS.MSG_DATA_SEQ.NEXTVAL AS seq FROM DUAL'

@autowired
private Commondao dao;

public void sendsmsList(List<Object> 1stbata)
i

For(int i

€

i< 1stData.size(); i++)

SmSVO smSVO = (SmsVO) 1stData.get(i);
String msg = smsV0.getsmsTxt();
if(nsg.getBytes().length < 90) {

smsV0. sethsgType (4"

1 ((String)smsV0. getCallFrom()
=ms\0. setCallFrom("0000");

nul1) ¢

¥
sms\0. setsgSeq(msgSea());

dao.insert("Smssend..

nsertsmsHstVo", smsv0);

SmsSendservice. insertsmsVo(snsv) ;
¥
else
i
throw new BizException("dA%7 98bytes s3mREU. ")}
¥
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@Transactional (propagatior

ropagation. REQUIRED)

public void sendEmail(Map<String, Object> param) throws Exception

String fron
String toemails
String toNlanes

String title = param.get(“title") + "*;
String taplatld = StringUtils.defaultstring(paran.get(

System.out.println(“tosmails :

param.get("fron™) == null ? admintailiddress : (String) param.get("from");

rplatd"));

+ tofmails + ", tollames : " + tollames + ", title : " + title + ", ctt :

if(tmplatld.equals(""))

i

String content = param.get("ctt”) + "";

MimeMessage message = emailSender.createMimetessage();

MineMessageelper messageHelper = new MimeMessageHelper(nessage, true, "UTF-3");
"

if(1"".equals(param.get("trpAtchFileld")) && param.get("tmpAtchFileld") != null){

param.put("filld", param.get("tmpAtchFileld"));
Listcapcstring, Object>> Filelist = (Listcap<String, Object>») dao.queryForlist("FileManage.selectFi
for(int i = 05 1 < Filelist.size(); irs){
Map<string, Object> map = Filelist.get(i);
//¥inal String filePath = map.get("FileStreCours").toString().replaceAlL("\\\\", "
final String filePath = map.get("filCrsiin").toString();
messageHelper. addattachment (MimeUtility . encodeText (nap.get (
@Override
public InputStream getlnputStrean() throws IOException {
Feturn new FileInputStream(new File(filePath));

2

reFillin").toString()), new InputStrea

¥
0

¥

String toemail(
For(int i = 0;
€

1 = toEmails.split(",");

i < toEmail.length; i++)

boolean mailResult = isValidEmailddress(toEmail[il);

if (mailResult == true) {
messageHelper . setFrom(£ron) ;
messageHelper . setTo(toemail(i]);// $=/2 oy
messageHelper.setSubject (title);  // aEdes uolsens
messageHelper. setText (content, true);

int result = -
try
€

emailsender.send(message);
result = 0;

3

catch(exception e)

i
//e.printstackTrace();
logger.error (e gethessage());
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@/5 - * * /CI/workapace) svaorkspace/buila-fusaz.sh >> /CI/czon.10g

3+ * * /media/Seagate\ Backup\ Plus\ Drive/backup.sh >> /media/Seagate\ Backup\ Plus\ Drive/backup.log
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