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3.385E
1. SSO Login
(Eo

= a [ssodogin

A Rpotole] [useri |

NSX TAYE[  pass |

Agent .

S50 MY

SSO Token =4l

2. AccessToken 2 &

S.ajax({
url : 'http://10.253.201.206:5080/0auth/token’,
type : 'post’
header : { ‘Authorization” : "Basic " +btoa('clientl’ : "pass’ }
i R ol contentType : application/x-www-form-urlencoded",
! C a  /oauth-token responseType : 'json’,
f , 5 data : 'grant_type=password&username=userl&password=pass’
| AMEXEOROIL o OAuth MH syccess : function(data)
ot Aol AL Apcess Token =41 {
§A|' SATHALIE E=pH ’ sessionStorage.put('accessToken', data['access_token']);
client OFO| T location.href = Jindex’;
_ H
| client IfAYE nass N
Agent .
=
3. @S AfH| A call
g o o i s g é/,
B g2 MH| AT
C’ Q  Jindex PET /’_j’k/e/
o S Siajax((
e 7 rd url : 'http://10.253.201.202:9580/test-service.jsp',
HZMH  type:'post!
’é‘:' 24olet header : { 'Authorization™ : "Bearer " + sessionStorage.get('accessToken')}
i success : function(data)
{
I
Agent . 1
4, AccessToken Expire A|ZF ZH Al
M| A B
i (3] O 7 I 1D, PW, cllent Iffclle
| c Q /lndex " /’
[ £0:00 D Kl_%a;g. i A’c/ee’s,s Token =41 S.ajax({
ool url : 'hitp://10.253.201.206:9080/0auth/token’,

A Obuth M type : 'post!

P header : { '‘Authorization" : "Basic " +btoa('clientl' : 'pass' }
contentType : application/x-www-form-urlencoded",
responseType : 'json’,

@ g;(ﬂ_%:]_m._,_ data : 'grant_type=password&username=userl&password=pass'
@ EfFolopE oral success : function{data)
{
Agent : . sessionStorage.put('accessToken!, data['access token']);
location.href = '/index’;
1
@ Efglote 22 ' bk
(EFPSAIZHILR| OFHH 0| 81?1%?5'
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4.2 AccessToken ZrgHtAl 4 71X|
- ot EXIE S| AccessToken 2 g Br=229| X}Ol.
4.2.1 Authorization Code Al

- OF2ff Implicit &A0t H=20 AMEAte] 201 #otso|E Q1.
(CtA|ZHSH, Login Page & 2 7 ZE Q3L 1 7= User Login, 1 7= Client Login)

clE Authorization Access Token
o Code Y& Wi

- User Login & HX 3},
o

Client Login 2 L} (O] client id, client secret 2 7 Ct EQ)

EZ2E dtgety| st Authorization Code 7} g |11, 0] I EZ AccessToken &
il A

[ — R =g .

4.2.2 Implicit Al

2| Authorization Code BtA T E0] AFRXAIO| 20110} Hstso|E @ {IC}
I:M|DF6H Logln Page £ 27§ EQ3}IC} 1 7§= User Login, 1 7= Client Login)

b e Access Token
| o828 .

- User Login & HX{35}1,
Client Login & 3tC}. (client id Bt Q. client secret 2 Z Q giCt.)
Ht=2 AccessToken O| &g E=ICt
4.2.3 Password Ht&l (UserDetails Credentails)
- Login Page 2 Redirect &|%l @41, SFEAE O Z User Login & IfjAE 4= UL}

4.2 .4 Client Credentials 24|

- Login Page 2 Redirect £|X| 211, SIEAYOZ T User Login MEE 7|AZEQ 7t QiCt
Client Login 2t S} ZIC}.

6/20- () stapuasiCT



2

sy BYT0AAY 25

OAuth2.0 MB{T=

4.3 OAuth 2.0 Default H|& API

431 E3 WUz
/oauth/token

432 E3 H3
/oauth/check_token

433 E20|AHE

oln
M

/oauth/authorize

434 Z210|AHE HOl

/oauth/confirm_access

435 EZ7|

/oauth/token_key

¢ Customizing
- application.yml

oauth:
paths:
token: /token
authorize: /authorize
confirm: /approve
check_token: /decode

token_key: /key
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5.7¢ 3 HAE

5.1 Library and Dependencies

13.
14.
15.
16.
17.
18.
19.
20.
21.
22,
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42,
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.

<dependencies>

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot</artifactId>
<version>2.1.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-autoconfigure</artifactId>
<version>2.1.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter</artifactId>
<version>2.1.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-logging</artifactId>
<version>2.1.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-web</artifactId>
<version>2.1.5.RELEASE</version>
<exclusions>
<exclusion>
<groupId>org.apache.tomcat.embed</groupId>
<artifactId>tomcat-embed-websocket</artifactId>
</exclusion>
</exclusions>

</dependency>

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-jdbc</artifactId>
<version>2.1.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-devtools</artifactId>
<version>2.1.5.RELEASE</version>

</dependency>

<dependency>
<groupId>thirdparty.oracle</groupId>
<artifactId>ojdbc6</artifactId>
<version>11.2.0.4</version>

</dependency>

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-security</artifactId>
<version>2.1.5.RELEASE</version>

</dependency>
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57. <dependency>

58. <groupId>org.springframework</groupId>

59. <artifactId>spring-context</artifactId>

60. <version>5.1.7.RELEASE</version>

61. </dependency>

62. <dependency>

63. <groupId>org.springframework</groupId>

64. <artifactId>spring-core</artifactId>

65. <version>5.1.7.RELEASE</version>

66. </dependency>

67. <dependency>

68. <groupId>org.springframework</groupId>

69. <artifactId>spring-aop</artifactId>

70. <version>5.1.7.RELEASE</version>

71. </dependency>

72. <dependency>

73. <groupId>org.springframework</groupId>

74. <artifactId>spring-beans</artifactId>

75. <version>5.1.7.RELEASE</version>

76. </dependency>

77.

78. <dependency>

79. <groupId>org.springframework.security</groupId>
80. <artifactId>spring-security-jwt</artifactId>
81. <version>1.0.10.RELEASE</version>

82. </dependency>

83.

84. <dependency>

85. <groupId>org.springframework</groupId>

86. <artifactId>spring-expression</artifactId>

87. <version>5.1.7.RELEASE</version>

88. </dependency>

89. <dependency>

90. <groupId>org.springframework</groupId>

91. <artifactId>spring-jcl</artifactId>

92. <version>5.1.7.RELEASE</version>

93. </dependency>

94. <dependency>

95. <groupId>org.springframework</groupId>

96. <artifactId>spring-jdbc</artifactId>

97. <version>5.1.7.RELEASE</version>

98. </dependency>

99. <dependency>

100. <groupId>org.springframework.security</groupId>
101. <artifactId>spring-security-config</artifactId>
102. <version>5.1.5.RELEASE</version>

10e3. </dependency>

104. <dependency>

105. <groupId>org.springframework.security</groupId>
106. <artifactId>spring-security-core</artifactId>
107. <version>5.1.5.RELEASE</version>

108. </dependency>

109. <dependency>

11e. <groupId>org.springframework.security.oauth</groupId>
111. <artifactId>spring-security-oauth2</artifactId>
112. <version>2.1.1.RELEASE</version>

113. </dependency>

114. <dependency>

115. <groupId>org.springframework.security</groupId>
116. <artifactId>spring-security-web</artifactId>
117. <version>5.1.5.RELEASE</version>
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118. </dependency>

119. <dependency>

120. <groupId>org.springframework</groupId>
121. <artifactId>spring-tx</artifactId>
122. <version>5.1.7.RELEASE</version>

123. </dependency>

124. <dependency>

125. <groupId>org.springframework</groupId>
126. <artifactId>spring-web</artifactId>
127. <version>5.1.7.RELEASE</version>

128. </dependency>

129. <dependency>

130. <groupId>org.springframework</groupId>
131. <artifactId>spring-webmvc</artifactId>
132. <version>5.1.7.RELEASE</version>

133. </dependency>

134. <dependency>

135. <groupId>org.mybatis.spring.boot</groupId>
136. <artifactId>mybatis-spring-boot-starter</artifactId>
137. <version>2.1.0</version>

138. </dependency>

139. <dependency>

140. <groupId>org.mybatis.spring.boot</groupId>
141. <artifactId>mybatis-spring-boot-autoconfigure</artifactId>
142. <version>2.1.0</version>

143. </dependency>

144. <dependency>

145. <groupId>jjwt</groupId>

146. <artifactId>jjwt</artifactId>

147. <version>@.9.0</version>

148. </dependency>

149. <dependency>

150. <groupId>javax.xml.bind</groupId>

151. <artifactId>jaxb-api</artifactId>

152. <version>2.3.1</version>

153. </dependency>

154. <dependency>

155. <groupId>org.apache.tomcat.embed</groupId>

156. <artifactId>tomcat-embed-jasper</artifactId>
157. <version>9.0.16</version>

158. <scope>provided</scope>

159. </dependency>

160. <dependency>

161. <groupId>javax.servlet</groupId>

162. <artifactId>jstl</artifactId>

163. <version>1.2</version>

164. </dependency>

165. </dependencies>
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5.2 DB Schema

TokenStore 7t JdbcStore L} JwtStore Lf SOf 2t Of2ff H|O|ES0| FH7F AO0|AHLt
5Oz MOILCE

=
T
USERS
USER_AUTHORITY

OAUTH_CLIENT_DETAILS
0| 2|, OAUTH_ACCESS_TOKEN, OAUTH_REFRESH_TOKEN, OAUTH_APPROVALS, OAUTH_CLIENT_TOKEN, OAUTH_CODE

USERS

3 useRs
HIOIEY | Model |HISF 22 | 2% SO0 EH | E2IH | SHAY | S48 | HSEE |22 239 | 2AY A | 800
£ HEXS R B, B B
{10 |{} USER_NAME |{: PASSWORD |{t ENABLED |{} ACCOUNT_EXPIRED {: ACCOUNT_LOCKED | CRE
1 2userl {bcrypt}$2asl0fcyiSHNiobcrukQEXGI UJkEegraZWFgasatv]pXWEaSqTlaZxlLow]jgll 1 {null) {null)
? 3user2 {bcrypt}$2asl05cyiSNEoberukQEXGI UJkEegr9ZWFgqasatv]pXWEaSqTa2xLaw]jgll 1 {null) {null)
3 4 user3 {bcrypt}$2asl05cyiSNEoberukQEXGI UJkEegr9ZWFgqasatv]pXWEaSqTa2xLaw]jgll 1 {null) {null)
i Suserd {bcrypt}$2asl05cyiSNEoberukQEXGI UJkEegr9ZWFgqasatv]pXWEaSqTa2xLaw]jgll 1 {null) {null)
1 §) »
OAUTH_CLIENT_DETAILS
E OAUTH_CLIEMT_DETAILS
HOIE Model [M2F ZH [HE 20 |EH | E2A | SHAY | S48 | MSEE |22 29 (292 | S0L
AHE XS 8 zz. ZH]| v|vme. =
{s CLIENT_ID |4 CLIENT_SECRET | AUTHORIZED_GRANT_TYPES |{ SCOPE | AUTHORITIES |{} A.. |{; REFR..}{: WEB_SERVER-REDIRECT_URI [ AUTORF
| clientId2 [berypt]$2a$l... implicit read, write ROLE_USER2 20 43200 /oauth/implicit-callback true
2 clientIdl [bcryptl$2a$l... authorization_code read, write ROLE_USERL 20 43200 /oauth/authorization-code-callback trus
3 clientId3 [berypt}$2a$l... password read,write ROLE _USER3 3600 43200 (null) true
4 clientIdd [bcrypt}$2asl... client_credentials read,write ROLE _USER4 20 43200 (null) true
1€ 3 »

OAUTH_APPROVALS

3 oaumaprrovais [

2 (HI0E Model | B2 221 |23 907 | SH |21 | SHAY | S45 | HMSRE |22 252~ 500
=
A HEXS B = ZE] |- @ -

{: USERID | CLIENTID |+ SCOPE |{ STATUS |} EXPIRESAT ({: LASTMOL
| userz clientIdl read,write APPROVED 19712707 05:03:44.897000000 19711707 C
2 user2 clientId2 read,write LPPROVED 19712707 08:10:14.545000000 19711707 €
3 userl clientIdl read,write APPROVED 19712707 08:55:31.080000000 19711707 C

vl
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5.3 M
5.3.1 CustomUserDetailsService

- AFEAF =3

package com.test.oauth2.service;
import java.util.HashSet;[]

@Service
@Transacticonal
public class UserDetailsService implements org.springframewerk.security.core.userdetails.UserDetailsService {

@rutowired
private UserDac userDaoc;

[@Override
public UserDetails loadUserByUsername(String username) throws UsernameNotFoundException

User user = userDaoc.findByUsername(username);
if{user != null)

UserDetails userDetails = new UserDetails();
userDetails. setUserName (user.getUserName());
userDetails. setPassword(user.getPassword());
List<com.test.ocauth2.dto.Authority> list = userDac.findAuthoritiesBylUsername(username);

Set<org. springframework.security.core.GrantedAuthoritys> suthorities = new HashSet<org.springframework.security.core.GrantedAuthority>();
for (com.test.ocauth2.dto.Authority a : list) {
authorities.add(new GrantedAuthority(a.getName()));

userDetails.setGrantedAuthorities(authorities);
return userDetails;

¥

throw new UsernameNotFoundException(username);

5.3.2 CustomClientDetailsService

- Client &3]

package com.test.oauth2.service;
import java.util.Arrays;[]

@service(value="ClientDetailsServiceImpl™)
@Transactional
public class ClientDetailsService implements org.springframework.security.cauth2.provider.ClientDetailsService
1
@Autowired
private UserDac userDac;

@verride
public ClientDetails loadClientByClientId(String clientId) throws ClientRegistrationException

{
com.test.oauth2.dto.ClientDetails clientDetails = userDac.findClientById(clientId);

BaseClientDetails clientDetailsl = new BaseClientDetails();
clientDetailsl.setClientId(clientDetails.getClientId()});
clientDetailsl.setClientSecret(clientDetails.getClientSecret());
clientDetailsl.setAuthorizedGrantTypes(Arrays.aslist(clientDetails.getAuthorizedarantTypes()));
clientDetailsl.setScope(Arrays.aslist(clientDetails.getScope()));
clientDetailsl.setRegisteredRedirectUri(Collections.singleton(clientDetails.getiebServerRedirectUri()));
clientDetailsl.setResourcelds(Arrays.aslist(clientDetails.getResourcelds()));
Set<SimpleGrantedfuthority> authorities = new HashSet<SimpleGrantedAuthority:();

authorities.add(new SimpleGrantedAuthority(clientDetails.getAuthorities()));

clientDetailsl. setAuthorities(authorities);

return clientDetailsl;

-12/20- O SHSIAIA”/ICT
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5.3.3 AuthServerEndpoint

A8 X 23|/ Client 23| AH|A S&, Token H g/ M2/ ¢ 23 4H

— =

@verride

public void configure(final AuthorizationServerEndpointsConfigurer endpoints)

{

endpoints

.authenticationManager(this.authenticaticnManager)
.userDetailsService(this.userDetailsService)
.tokenServices(tokenservices())
.tokenStore(tokenStore())
.accessTokenConverter(jwtAccessTokenConverter())
.userApprovalHandler(userApprovalHandler());

}

@override
public void configure(final AuthorizationServerSecurityConfigurer cauthServer)
{
oauthServer
.passwordEncoder(this.passwordEncoder)
.tokenkeyAccess("permitAll()")
.checkTokenfAccess ("permitA11()");

1

{@Bean

public DefaultTokenServices tokenServices()

{
DefaultTokenServices tokenServices = new DefaultTokenServices();
tokenServices.setSupportRefreshToken(true);
tokenServices.setTokenStore(tokenStore());
tokenServices.setClientDetailsService(clientDetailsService);
tokenServices.setAuthenticationManager(this.authenticationManager);
TokenEnhancerChain tokenEnhancerChain = new TokenEnhancerChain();
tokenEnhancerChain. setTokenEnhancers(Arrays.aslist{customAuthTokenEnhancer
tokenServices.setTokenEnhancer(tokenEnhancerChain);
return tokenServices;

¥

{@Bean

public UserApprovalHandler userApprovalHandler()

{
ApprovalStoreUserfpprovalHandler userfpprovalHandler = new ApprovalStoreUserApprovalHandler();
userdpprovalHandler.setClientDetailsService(clientDetailsService);
userfpprovalHandler. setfApprovalStore (approvalStore());
userfpprovalHandler.setRequestFactory(requestFactory(});
return userApprovalHandler;

¥

(}, jwtAccessTokenConverter())):

-13/20-
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5.3.4 Security

- 2391 gt A CrossDomain A7

Doverride
public void configure(HttpSecurity http) throws Exception
{
http.authorizeRequests().antMatchers("/**/*.j5").permitAlL{).and()
.authorizeRequests().antMatchers("/**/*. css").permitAll().and()
.authorizeRequests(}.antMatchers("/**/*.ice"”).permitALlL().and()
.authorizeRequests().antMatchers("/**/* gif").permitAll().and()
.authorizeRequests().antMatchers("/**/*.jpg").permitAll().and()
.authorizeRequests().antMatchers("/**/*.png").permitAll{).and()
.authorizeRequests().antMatchers("/**/* hitm").permitAll().and()
.authorizeRequests(}.antMatchers("/**/* . html"}.permitAll({).and()
.authorizeRequests().antMatchers("/index.jsp”).permitAll().and()
.authorizeRequests().antMatchers("/test*.jsp”).permitAll().and()
formLogin().permitAll().and()
Jlogout().permitAlLl().and()
.authorizeRequests().antMatchers("/eauth/**").permitAlL().and().cors(}.and().csrf(}.disable()
.authorizeRequests().antMatchers("/**/*") ., access("hasRole( "ROLE_USER")").and().cors().and().csrf().disable()
.sessionManagement().maximumSessions (1);
h
[@Bean
public CorsConfigurationSocurce corsCenfigurationSource()
1
CorsConfiguration config = new CorsConfiguration();
config.setAllowedOrigins(Arrays.aslist{new String[]{"http://localhost”,
"http://localhost:9888",
"http://localhost:8888",
"http://localhest:52194",
"http://1@.253.201.206:1858",
"http://18.253.281.262:9588"}));
config.addAllowedMethod("*");
config.addAllowedHeader("*");
config.setAllowCredentials (true);
config.setMaxAge(3686L);
UrlBasedCorsConfigurationSource source = new UrlBasedCorsConfigurationSource();
source.registerCorsConfiguration(”/**", config);
return source;
1
@suppressWarnings (" rawtypes™)
[@Bean
public FilterRegistrationBean corsFilteringRegistrationBean()
{
@suppressWarnings ("unchecked™)
FilterRegistrationBean bean = new FilterRegistrationBean(new CorsFilter({corsConfigurationSource()));
bean.setOrder(8);
return bean;
1

-14/20- O SHSIAIA”/ICT
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54 HAE

541 E3Ya

@ 10253201 206:9080/indexjsp X -+
& > C @ Fo 2% | 10.253.201.206:9080/index.jsp

QAuth 2.0 Grant Type

e Authorization Code

o Implicit

e User Credentials

e (Client Credentials
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1. Authorization Code 4|

http://10.253.201.206:9080/test1.jsp

@ 0. 6:9080/test1jsp X +

& C ©® Z= 2% | 10.253.201.206:

Grant Type : Authorization Code

client_id clientld1

client_secret||pass

Lo

@ Please sign in X +

€ > Cc a=elsw

Please sign in
Username |user1
Password s

Sign in

201206:9080/0auth/aut X +

*r @ 6

< C @ F2 2% | 10.253201.2069 auth/aut

Grant Type : Authorization Code
code : [ipdFwK.

access_token :
eydhbGe 1011 Uz N1 151 nPECCIBlkpRYCIS, ey hd¥0i O ltudbssSwi Ky 2y
22() i Ons fcGFzc3dvonDi 01 W Tozy

K,

whlyedUt AOFhHa | YKa0Y | 231 5 | dGCWE | YT 22anByYYOVh LBFLYTJATD | SamdPlly s Im
dyWEOZWABAYFob 3JpdGl | oy | BW3si VY DahByaFG | jo i Lk SHAY VLDV SHS) XSk
i 205hYmex | 2C1 BdH 125wi dKN | cnShbWUi 010162y S s | nF1 dGhven [0aWz | jpb
eyJhdRob3edHk | 01 JSTOF R 1YTRY |1 n 1dLCJhY2N vdWEDTmAu TES ja2vk | jp0c
Y| LCJhY2HvdWSD TnSuRhwa k J| 201 BdH 125wi Y3 | 24 udGl hb HHOBSFeHBRm
Vil jpOcn 1 £S5 idXNIcI1Sut 1 || joi dXN | ciEILCIzY23wZS| By Jy 2WFkLHd vaXR
11105 | 4Tl BHTUSH2ET Nz 3HCw i XV0a 08y akFpZiMi 15 | Lk SHRYSVUDY SKS.d
LCJqdGk 101 JkZDAhMT 12¥S1 i M ikyLTRKZ] EtOTZ1 Vi 1 hHGYOZT | hhmGEM] BT LCJJb
Gl | bnR{aWQi0i JibGI 1bnRJZDET 1. UfO | quT {BWFXaknB]Sf 2T 8di 0DB3b0xHYOD
kle0l6b0

9080/0auth/auth X -+ . o 2
< C @ F°8 9% | 10.253.201.206:9 uth/au e 6
OAuth Approval
Do you authorize ‘clientld1’ to access your protected resources?
* scope.read,write: ® Approve © Deny
Authorize
- a
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ot EEIAOALH 5 OAuth2.0 MH =

& 1025320 oa0ftest2jsp X+ - -
&« C @ F=°| 2% | 10.253.201.206: “ O
Grant Type : Implicit
Hclient,id”c\iemldz "
[ Login |

= (m]

= sign in x +

< > C A F2 2% 10.253.201.2069

Please sign in
Username |user2
Password |

Sign in

)80/0auth/auth X +

@ 10

< c o

OAuth Approval

Do you authorize 'clientld2’ to access your protected resources?

auth/author

| 88t | 10.253.201.206:2

® scope.read,write: ® Approve © Deny

Authorize

0/oauth/imp. X +

@ 10

€« sc 0=

2| 93t | 10.253.201.20 uth/implic

Grant Type : Implicit

access_token :

ewJhbGei0fJIUz] INi || nRBCCI GlkpXVEIS. ey hdWRi OltudW=siSwi k2w Z2 Iy
X¥NMzZiJfalEnb18i0ns IcGFze3dveni0f J7Y mNyeXBOf SOV S=MCR] eWY1 TZvY
mhydUt ROFhHa | VKalV | 23 150 1 dGeWF | YT Z2anBYY VK LBFINT JATD| Samd Ay s Im
dyYWEDZWRBY: Rob3 pdGl | oy | B 3s1 VAV DaGyak PG| jo i Lk OMRY YLDV SHi J3HSw
P 2WEh ] ZC1 6dHJ 125w dXN [ emBhEWLI 011 c2V vl i 15 IuF 1 dBhven | Dalvz 1) pb
eyJhdiRob3JpdHc i 0T JSTOXFX 1Y TRY |y I n1dLCINY2NydWE0TmIU TGO a2vk | iplc
n¥ | LCIhY2NwdWE0TrnSuREhwaX J| 201 BdHJ 125w Y3 | Z3¥udGIhbHOb25FeHBpcn
Vel JpOcnV 1 15w idXNIc ISuVWI 11 joidiNlc) | ILCJzYZ23w2S 1 My Jy ZWFkLHdvaX R
111051 wb4cCl GMTUZMZET Nze: 1 Myw iYHY0aGy aXReZ:Hi O1s | Lk SHRVAVLIDVSH Jd
LCJadGk i0F Jj ZTUswbmY <ME1i MmJOLT Ak J Yt OWU1 by OZNT 10MG] wV) MOODGI LCib
Gl bnRfaWli0i JjbGl [bnRJZD1 fE. n_LtWCST) NigknG | LhadidHt WYPPALWINTL
JlkedaMu
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3. Password Al (UserDetails Credentails)

http://10.253.201.206:9080/test3.jsp

- O
o~ x  +
<« C @ T8 2% | 10.253.201.20 * 8
Grant Type : User Credentials (Password)
ofo|C| userd
A2 = pass
client_id clientld3
client_secret||secret
Login
token :
y
- O
~ x  +
< C @ F2 2| 10.253.201.206: r O

Grant Type : User Credentials (Password)

ofo|C| userd
jA2= pass
client_id clientld3

client_secret||secret

Login

token :

{"access_token” - "eyJhbGe i 0fJ Uz 115 InRBCCIE1kpENCS, ey JhdWli0
| tud¥=skSw %2y 221 ukVzZi M alionb1 8i0nsi cGrzc3dvemli 0iJ MnNye XED
50w YSC=MCR] eWY 1 TuZvYmMydU ROFRHa | WaV | 231 501 dGeWF YT Z2anBY YOy
hUSFINT.JATD! SandFy |5 | mdyYWSTZWABAXRob3pdG I | oyl BW3s iYXY0alHy ek
REI joi UkSMRYSYLIOYSMyJSXSw i ZWEh Ymx | 221 BdHJ1Z5 i dXN lemBhbBUi Oi J1c
24¥yMy| s InF1dGhven| DaWyz| ] pbey. hdXRob3dpdHe I O1JSTOXFR1YTRY [ zIn1d
LCIhY2HydWE0TmSu TGS azvk | jplcn ¥ [LCJRYNwdWS0TwS0RKbw i 1 ZC164H)
125w 1Y 31 ZG¥udG | hoHNObZ25FeHBRembk | ipOcnY 11 SwidXN el 9uYW 11 joidx
WleiMi LCIzY25wZ5 |6y )y WFkLHdy aXR1 || Os|n¥4cCl GHTUMzEI HagzMiw i
1Y0aG8y X ApZX M Ols | Lk SMRYSWUDY SMy.JdLC.Jad Gk 01 INDEmM zFuZi 0407 4
LTEZZn QYT cBYS05MnE Y'Y i Mo i 2) aiLCj bGI |bnRfaWili 0idibGE 1 1bnRIZIH
11, s¥CTadlBdB0JLLUt GCYZk Eng fAaCZ0vB0LY bBuy | fHD", "token_type" "
bearer”,"expires_in":43199, "scope” :"read,write”, " _Ingin_user_in
fo_" - "password” " ae
{bcrypt 152451 Mhcyt BN oberukEAGiUIkEear SWF gaealvipXWEaSa Ta2x 9
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4. Client Credentials 2t

=

http://10.253.201.206:9080/test4.jsp

@ 10.253201206:0080/testdjsp X +
& C O F°o 2% | 10.253.201.206:9080/test4jsp

Grant Type : Client Credentials

client_id clientid4

client_secret||secret

Login

token :

@ 102532012

)80/testdjsp X +

ra C ® Z2 23| 10.253.201.206:

Grant Type : Client Credentials

client_id clientid4

client_secret||secret

Login

token :

{ access_token” : "ewJhbGe 101Uz | THI s InRECCIB! kpXYC]S, ey haWdiolt
udW X Bwi Kabew Z2 uR3VzZ0]  alBmb 1 81 01 jbG1 [bnRJZ00TLC)2Y 2% Z 5] By Jy
ZWFkLHdyaXRI | 10s [nYAcClBMTUIMzE 1 ODMEMD | VXY DG a¥Rp ZXMi 01 =1 UkSMR
WWUDWSHCJdLCJadGk | OF | CMDFkMmLIZCST kNDEWLTRSInUE Y THAZI 1 § Nz A S W Mm
TOOWM i LC)ibG1 [bnRfaWQi0iJibG I bnRJZDOIfO. & {JOnCikRgl 1 omMYf pChHEB rF
4520l dlnGvaiafa”, "token_type” "bearer”, "expires_in" 243198, sc
ope”:"read,write”, " _loginuser_info_""clientdd”,"Jti":"401dEdE9
-déHl 0-49f d-a 357 ~cT0EdZ2b 45 "}
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542 EEH3A
1. OAuth Server Check

http://10.253.201.206:9080/test-checkl.jsp

10253201 20

@ 10.253.201.20¢

& C A == 2% | 10.253.201.206:

Token Check : OAuth Server Check

access_token :

ewdhbGe i0iJI Uzl TNi IsInRScCIB1kpR¥CJ9. ey JhdWUi O tudixsk Swi v 22y
KMz Zi ) falEnb 18101 IbGI | brRJZDRILCJ2Y 29w 25 | By Jy ZWFkLHdwaXRI | 101
m¥AcCl BMTLEEMZET OTY3M1 w iYXY0aG8yar RpZ XMi O i Lk SMRYSY LY ENCdLC. 9 diG
k101 JnHChmYzadZ i 11 HGZ) LTI Mt YRk YSTmM J Bk Z0F J 2T JKNTATLCIIBGI IBnR
faWQi0i JjbG] 1bnRJZDE {0, {1 TOVELAWn d=z3W0dK | 2RZ-

pRpEsXZf SlayPulYEE

Check

1 aud" - [null],"_loain_user_info_"-"client|d4", "scope” -
["read,write”], "act ive":true, "exp” 11573159672, "authorit ies™:
[ "ROLE_USERA" ], " jt i - " f4BfcEaf —batc-dE23-bdda-

2. JWT Library Check

http://10.253.201.206:9080/test-check2.jsp

-~ =

3.201.20

x  + -0

&« C A F&l 8% 10.253.201.206

Token Check : JWT Library Check

access_token :

evhbGei0iJIUz] INi | sInFecCIEkpXYCJ9. ey JhdWili Ot udW:sXSwi X2 2210
A3z taWBnb 181 0iJibG! | bnRJDRILC 229w 25 | By Jy ZWFkLHdvaX Rl | 10s |
n¥4cCl BMTUSMZET OTY3Mi w i X Y¥0alByaXRpZXMi O | Lk SHRY YUY SNCJdLC JadG
ki0iInNChmYza42 1 11NGE ] LTEEM ) MY Rk VST mM j B 268§ ZTJKNTAT LG BGI IbnR
faWEli0i JibGl 1bnRJZDN {0, full1 TOYEL AWndz3WLHK | 2R2-
PRpaBEsk 21 SlgvFuJYEE

Check
“true”
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